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Ãëàâà 1. Îáùåå îïèñàíèå

1 Îáùåå îïèñàíèå

LS11CLOUD ÿâëÿåòñÿ îáëà÷íîé ðåàëèçàöèåé ÎÎÎ "ËÈÑÑÈ-Ñîôò" [1] ñòàíäàð-
òà PKCS#11 [15], äîïîëíåííîãî ïîääåðæêîé ðîññèéñêèõ êðèïòîãðàôè÷åñêèõ àëãî-
ðèòìîâ â ñîîòâåòñòâèè ñî ñïåöèôèêàöèÿìè, âûðàáîòàííûìè Òåõíè÷åñêèì êîìèòå-
òîì ïî ñòàíäàðòèçàöèè (ÒÊ 26) "Êðèïòîãðàôè÷åñêàÿ çàùèòà èíôîðìàöèè" [2, 10].
LS11CLOUD ïîääåðæèâàåò àëãîðèòìû ÃÎÑÒ Ð 34.10-2012 [5], ÃÎÑÒ Ð 34.11-2012
[9], ÃÎÑÒ Ð 34.12-2015 [6] è ÃÎÑÒ Ð 34.13-2015 [7], à òàêæå ñîïóòñòâóþùèå àëãî-
ðèòìû è ïàðàìåòðû, îïðåäåëåííûå ðóêîâîäÿùèìè äîêóìåíòàìè ÒÊ 26.
Îáåñïå÷åíèå áåçîïàñíîãî óäàëåííîãî âçàèìîäåéñòâèÿ ñ çàùèùåííûì ëè÷íûì êîí-

òåéíåðîì êðèïòîãðàôè÷åñêèõ îáúåêòîâ (òîêåíîì) ïî øèôðîâàííîìó ñåòåâîìó êàíà-
ëó îñóùåñòâëÿåòñÿ ñ ïðèìåíåíèåì ïðîòîêîëà àóòåíòèôèêàöèè SESPAKE (Security
Evaluated Standardized Password-Authenticated Key Exchange) [13], ðåêîìåíäîâàííî-
ìó ÒÊ 26.
Íà ñòîðîíå ïîëüçîâàòåëÿ îñíîâíàÿ ôóíêöèîíàëüíîñòü îáåñïå÷èâàåòñÿ äèíàìè÷å-

ñêîé áèáëèîòåêîé ls11cloud ñî ñòàíäàðòíûì ïðîãðàììíûì èíòåðôåéñîì PKCS#11.
Ïðåäâàðèòåëüíàÿ ðåãèñòðàöèÿ ïîëüçîâàòåëÿ íà ñåðâåðå è îáñëóæèâàíèå ó÷åòíîé çà-
ïèñè ïðîèçâîäÿòñÿ óòèëèòîé ls11cloud_config. Óäàëåííàÿ èíèöèàëèçàöèÿ è êîíôè-
ãóðèðîâàíèå ëè÷íîãî òîêåíà íà ñåðâåðå âûïîëíÿþòñÿ óòèëèòîé p11conf, ðàáîòàþùåé
÷åðåç èíòåðôåéñû áèáëèîòåêè ls11cloud.

1.1 Îñîáåííîñòè ðåàëèçàöèè

Àóòåíòèôèêàöèÿ ïîëüçîâàòåëÿ è ñåðâåðà ïî ïðîòîêîëó SESPAKE ïðîèçâîäèòñÿ
ïðè êàæäîé èíèöèàëèçàöèè áèáëèîòåêè ls11cloud. Êðîìå òîãî, ñåòåâîé äîñòóï ê îá-
ëà÷íîìó òîêåíó òàêæå òðåáóåò îïðåäåëåííûõ çàòðàò âðåìåíè íà ïåðåäà÷ó äàííûõ
ïî ñåòè. Ýòè çàòðàòû ñëåäóåò ó÷èòûâàòü ïðè èñïîëüçîâàíèè îáëà÷íîãî òîêåíà â
ïðèêëàäíûõ ïðîãðàììàõ.
Ïàðîëü ó÷åòíîé çàïèñè ïîëüçîâàòåëÿ è çíà÷åíèÿ PIN åãî òîêåíà íèêàê íå ñâÿçàíû

ìåæäó ñîáîé. Ïàðîëü ó÷åòíîé çàïèñè èñïîëüçóåòñÿ äëÿ äâóñòîðîííåé àóòåíòèôèêà-
öèè ïîëüçîâàòåëÿ è ñåðâåðà ïî ïðîòîêîëó SESPAKE. À çíà÷åíèÿ PIN ïðåäíàçíà÷åíû
äëÿ äîñòóïà ê òîêåíó. Â òî æå âðåìÿ, èñïîëüçîâàíèå ïàðîëÿ ó÷åòíîé çàïèñè è PIN
òîêåíà óñèëèâàåò áåçîïàñíîñòü îáëà÷íîãî òîêåíà.
Ââåäåííûå ïàðîëè ó÷åòíîé çàïèñè â îòêðûòîì âèäå íèêîãäà íå ñîõðàíÿþòñÿ è ïî

ñåòè íå ïåðåäàþòñÿ.
Âñå ñîîáùåíèÿ, ïåðåäàâàåìûå ìåæäó êëèåíòîì è ñåðâåðîì, øèôðóþòñÿ óíèêàëü-

íûìè êëþ÷àìè, âûðàáàòûâàåìûìè çàíîâî â êàæäîé ñåññèè ïðîòîêîëà àóòåíòèôèêà-
öèè SESPAKE. Øèôðîâàíèå ïðîèçâîäèòñÿ ñ èñïîëüçîâàíèåì àëãîðèòìà "Êóçíå÷èê"
â ðåæèìå CTR [7].
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Ãëàâà 1. Îáùåå îïèñàíèå 1.1. Îñîáåííîñòè ðåàëèçàöèè

Åñëè ïî êàêèì-òî ïðè÷èíàì ñåðâåð íå äîñòóïåí, ôóíêöèè áèáëèîòåêè ls11cloud
áóäóò çàâåðøàòüñÿ ñ îøèáêîé CKR_TOKEN_NOT_PRESENT.
Ïðèâàòíûå îáúåêòû òîêåíà øèôðóþòñÿ íà ñåðâåðå ñ èñïîëüçîâàíèåì àëãîðèòìà

"Êóçíå÷èê" â ðåæèìå CFB [7] . Ñëó÷àéíîå çíà÷åíèå ìàñòåð-êëþ÷à øèôðîâàíèÿ, â
ñâîþ î÷åðåäü, øèôðóåòñÿ êëþ÷îì, ñãåíåðèðîâàííûì íà USER PIN è çàùèùàåòñÿ
èìèòîâñòàâêîé.
Çíà÷åíèÿ çàêðûòûõ êëþ÷åé íà òîêåíå ñ àòðèáóòàìè íåèçâëåêàåìîñòè íèêîãäà íå

ïîêèäàþò ñåðâåð. Âñå îïåðàöèè ñ òàêèìè îáúåêòàìè âûïîëíÿþòñÿ íà ñåðâåðå, à ïîëü-
çîâàòåëþ ïåðåäàþòñÿ òîëüêî ðåçóëüòàòû âûïîëíåíèÿ îïåðàöèé. Áîëüøèíñòâî äðó-
ãèõ îïåðàöèé âûïîëíÿåòñÿ ëîêàëüíî íà ñòîðîíå ïîëüçîâàòåëÿ áèáëèîòåêîé ls11cloud
äëÿ îáåñïå÷åíèÿ âûñîêîé ïðîèçâîäèòåëüíîñòè.
Äàííàÿ äîêóìåíòàöèÿ ñîîòâåòñòâóåò LS11CLOUD âåðñèè 3.0. Íåêîòîðûå ìåõàíèç-

ìû è äðóãèå êîíñòðóêöèè PKCS#11 äëÿ íîâûõ ðîññèéñêèõ àëãîðèòìîâ ïîêà åùå íå
óòâåðæäåíû â ÒÊ 26 îêîí÷àòåëüíî, ïîýòîìó â ñëåäóþùèå âåðñèè ïðîåêòà ìîãóò
áûòü âíåñåíû ñîîòâåòñòâóþùèå èçìåíåíèÿ.
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Ãëàâà 2. Óñòàíîâêà

2 Óñòàíîâêà

Áèáëèîòåêà ls11cloud è óòèëèòû ñèñòåìû óñòàíàâëèâàþòñÿ íà êîìïüþòåðå ïîëüçî-
âàòåëÿ èíñòàëëÿòîðîì. Êðîìå òîãî, èíñòàëëÿòîð ñîçäàåò ñëóæåáíóþ ïàïêó ls11cloud
â äîìàøíåé ïàïêå ïîëüçîâàòåëÿ. Â ïðîöåññå óñòàíîâêè ôîðìèðóåòñÿ íà÷àëüíîå çíà-
÷åíèå êðèïòîãðàôè÷åñêîãî ãåíåðàòîðà ñëó÷àéíûõ ÷èñåë, ïðè êîòîðîì ïîëüçîâàòåëþ
ïðåäëàãàåòñÿ íàæèìàòü ñîîòâåòñòâóþùèå êëàâèøè ïî çàïðîñó èíñòàëëÿòîðà. Ýòî
íà÷àëüíîå çíà÷åíèå ñîõðàíÿåòñÿ â ôàéëå prng_start.bin â ïàïêå ls11cloud.
Òåñòîâûé ïðîåêò ls11cloud_tests èíñòàëëÿòîðîì íå óñòàíàâëèâàåòñÿ è ïîñòàâ-

ëÿåòñÿ îòäåëüíî â âèäå àðõèâà.
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Ãëàâà 3. Ðåãèñòðàöèÿ è ó÷åòíàÿ çàïèñü

3 Ðåãèñòðàöèÿ è ó÷åòíàÿ çàïèñü

Ó÷åòíàÿ çàïèñü ñîçäàåòñÿ íà ñåðâåðå. Êðîìå òîãî, â ëîêàëüíîé ïàïêå ls11cloud
ñîçäàþòñÿ ôàéëû, íåîáõîäèìûå äëÿ ïîäêëþ÷åíèÿ ê ñåðâåðó. Îïåðàöèè ñ ó÷åòíîé
çàïèñüþ âûïîëíÿþòñÿ óòèëèòîé ls11cloud_config.

3.1 Óòèëèòà îáñëóæèâàíèÿ ó÷åòíîé çàïèñè

LS11CLOUD User Utility

Usage:

ls11cloud_config <command> [-p <password>] [-n <new password>]

NB: Use -n <new password> with change_pswd command only!

Commands:

register <host> <port> <id> - register new user on the server

duplicate <host> <port> <id> - duplicate user account on other computer

change_pswd - change account password

status - display current configuration data

log - display server log file

recreate - re-create token to initial empty state

unregister - remove all user files from the server

save_pswd_hash - save account password hash to local file

NB: Don't use non-latin letters to avoid encoding problems!

Copyright(C) LISSI-Soft, Ltd (http://soft.lissi.ru) 2017-2019

3.1.1 Ðåãèñòðàöèÿ ïîëüçîâàòåëÿ

Ïîëüçîâàòåëü äîëæåí çàðåãèñòðèðîâàòüñÿ íà ñåðâåðå ñ óíèêàëüíûì èäåíòèôèêà-
òîðîì äëèíîé íå ìåíåå 6-òè ñèìâîëîâ. Æåëàòåëüíî íå èñïîëüçîâàòü ðóññêèå áóêâû â
èäåíòèôèêàòîðå è ïàðîëå, âî èçáåæàíèå ðàñõîæäåíèé â êîäèðîâêå ïðè ïîäêëþ÷åíèè
ê ñåðâåðó èç ðàçëè÷íûõ ñèñòåì. Èäåíòèôèêàòîð ïîëüçîâàòåëÿ ls11cloud íå îáÿçàí
ñîâïàäàòü ñ èìåíåì ïîëüçîâàòåëÿ, ñ êîòîðûì îí ðàáîòàåò íà äàííîì êîìïüþòåðå.
Ðåãèñòðàöèÿ ïðîèçâîäèòñÿ êîìàíäîé register óòèëèòû ls11cloud_config:

>ls11cloud_config register <host> <port> <id>,

ãäå

<host> - ñåòåâîå èìÿ èëè IP-àäðåñ ñåðâåðà ls11cloud

<port> - íîìåð ïîðòà íà ñåðâåðå

<id> - èäåíòèôèêàòîð ïîëüçîâàòåëÿ
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Ãëàâà 3. Ðåãèñòðàöèÿ è ó÷åòíàÿ çàïèñü3.1. Óòèëèòà îáñëóæèâàíèÿ ó÷åòíîé çàïèñè

Ïðèìåð çàïóñêà ðåãèñòðàöèè ïîëüçîâàòåëÿ vblazhnov íà òåñòîâîì ñåðâåðå pkcs11.ru
ñ íîìåðîì ïîðòà 4444:

>ls11cloud_config register pkcs11.ru 4444 vblazhnov

Â ïðîöåññå ðàáîòû óòèëèòà äâàæäû çàïðîñèò ó ïîëüçîâàòåëÿ íà÷àëüíîå çíà÷åíèå
ïàðîëÿ (íå ìåíåå 6-òè ñèìâîëîâ), ñ êîòîðûì îí â äàëüíåéøåì áóäåò ïîäêëþ÷àòüñÿ
ê ñåðâåðó ïî ïðîòîêîëó SESPAKE. Óòèëèòà òàêæå çàïîìèíàåò ïàðàìåòðû ïîäêëþ-
÷åíèÿ â ëîêàëüíîé ïàïêå ls11cloud.
Ïîñêîëüêó ïåðâîíà÷àëüíî íà ñåðâåðå íåò ïàðîëÿ ïîëüçîâàòåëÿ, òî çàùèùåííîå

ñîåäèíåíèå ïî ïðîòîêîëó SESPAKE ïðîèçâîäèòñÿ ñ ïàðîëåì, ðàâíûì èäåíòèôèêà-
òîðó ïîëüçîâàòåëÿ. Êàê òîëüêî òàêîå ñîåäèíåíèå óñòàíîâëåíî, ïî íåìó íà ñåðâåð
ïåðåäàåòñÿ çàøèôðîâàííîå çíà÷åíèå ïàðîëÿ ïîëüçîâàòåëÿ, è ñîåäèíåíèå ïî ïðîòî-
êîëó SESPAKE ïåðåóñòàíàâëèâàåòñÿ çàíîâî óæå ñ ïàðîëåì, çàäàííûì ïîëüçîâàòå-
ëåì. Òàêèì îáðàçîì, çíà÷åíèå ïàðîëÿ ïîëüçîâàòåëÿ íèêîãäà íå ïåðåäàåòñÿ ñåðâåðó
â îòêðûòîì âèäå.
Çàìåòèì, ÷òî çíà÷åíèå ïàðîëÿ íå ñîõðàíÿåòñÿ, ïîýòîìó áèáëèîòåêà ls11cloud áóäåò

êàæäûé ðàç çàïðàøèâàòü ýòî çíà÷åíèå â äèàëîãå äëÿ ïîäêëþ÷åíèÿ ê ñåðâåðó ïðè
èíèöèàëèçàöèè ñåàíñà PKCS#11. Åñëè ïîëüçîâàòåëü ðàáîòàåò â çàùèùåííîé ñðåäå,
îí ìîæåò ñ ïîìîùüþ óòèëèòû ls11cloud_config ñîõðàíèòü çíà÷åíèå õýøà îò ïàðîëÿ
â ôàéëå ls11cloud/sdata.bin, ÷òîáû íå ââîäèòü åãî ïðè êàæäîì çàïóñêå. Â ýòîì
ñëó÷àå è áèáëèîòåêà, è óòèëèòà ls11cloud_config íå áóäóò çàïðàøèâàòü ïàðîëü â
äèàëîãå, à áóäóò èñïîëüçîâàòü õýø èç ôàéëà.

>ls11cloud_config save_pswd_hash -p 01234567

LS11CLOUD User Utility

command: save_pswd_hash

OK

Â äàëüíåéøèõ ïðèìåðàõ ìû äëÿ ïðîñòîòû áóäåì ïðåäïîëàãàòü, ÷òî õýø ïàðîëÿ óæå
ñîõðàíåí â ëîêàëüíîì ôàéëå.
Â ñëó÷àå óñïåøíîãî ïîäêëþ÷åíèÿ ê ñåðâåðó, íà íåì áóäåò ñîçäàíà ó÷åòíàÿ çàïèñü

è ïóñòîé ëè÷íûé òîêåí äëÿ õðàíåíèÿ îáúåêòîâ ñ íà÷àëüíûì çíà÷åíèåì SO PIN
87654321. Òàêîé òîêåí òðåáóåò êîíôèãóðèðîâàíèÿ, êîòîðîå îïèñàíî â ðàçäåëå 4 .

3.1.2 Äóáëèðîâàíèå ó÷åòíîé çàïèñè

Äîñòóï ê ñóùåñòâóþùåé ó÷åòíîé çàïèñè ñ äðóãîãî êîìïüþòåðà ìîæíî îðãàíèçî-
âàòü ñ ïîìîùüþ êîìàíäû duplicate ñ òåìè æå ïàðàìåòðàìè, êîòîðûå èñïîëüçîâàëèñü
ïðè ðåãèñòðàöèè, íàïðèìåð:

>ls11cloud_config duplicate pkcs11.ru 4444 vblazhnov

Óòèëèòà çàïðîñèò ïàðîëü SESPAKE, ïîäêëþ÷èòñÿ ê ñåðâåðó, ïðîèçâåäåò äâóñòîðîí-
íþþ àóòåíòèôèêàöèþ è ñîçäàñò ñîîòâåòñòâóþùèå ëîêàëüíûå ôàéëû êîíôèãóðàöèè
íà äàííîì êîìïüþòåðå.
Â äîâåðåííîé ñðåäå çíà÷åíèå ïàðîëÿ SESPAKE ìîæíî òàêæå çàäàâàòü â êîìàíä-

íîé ñòðîêå óòèëèòû ïîñëå ôëàãà -p.
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3.1.3 Ïðîâåðêà ó÷åòíîé çàïèñè

Ïðîâåðèòü ñîñòîÿíèå ó÷åòíîé çàïèñè ìîæíî êîìàíäîé status óòèëèòû ls11cloud_config:

>ls11cloud_config status

LS11CLOUD User Utility

command: status

Using SESPAKE password from config.txt file

Try to connect to server at pkcs11.ru:4444

Connected to server

-----------------------------------------

A: Successful SESPAKE authentication of B

-----------------------------------------

==== Server config.txt ====

id = "vblazhnov"

c1 = 5 - sequential invalid password attemts remain

c2 = 10 - overall invalid password attempts remain

c3 = 99964 - overall connections with current password remain

last_date_time = 08/06/2023 10:40:48 - account expiration date and time

-----------------------------------

Token Info:

-----------------------------------

Label: vblazhnov

Manufacturer: LISSI-Soft, Ltd

Model: LS11CLOUD

Serial Number: 2370F1197131E3B0

Flags: 0x40D

( CKF_RNG|CKF_LOGIN_REQUIRED|CKF_USER_PIN_INITIALIZED|CKF_TOKEN_INITIALIZED )

Sessions: 0/256

R/W Sessions: 0/256

PIN Length: 4-32

Public Memory: CK_UNAVAILABLE_INFORMATION/CK_UNAVAILABLE_INFORMATION

Private Memory: CK_UNAVAILABLE_INFORMATION/CK_UNAVAILABLE_INFORMATION

Hardware Version: 3.0

Firmware Version: 3.0

Time: 13:09:04

-----------------------------------

OK

Ïî çàïðîñó status äîïîëíèòåëüíî âûäàåòñÿ èíôîðìàöèÿ î òîêåíå ïîëüçîâàòåëÿ,
ïî êîòîðîé ìîæíî ñóäèòü î åãî ñîñòîÿíèè.
Ñîãëàñíî ïðîòîêîëó SESPAKE [13], çíà÷åíèÿ c1, c2 è c3 ñîäåðæàò ñîîòâåòñòâåí-

íî îñòàâøååñÿ äî áëîêèðîâêè ó÷åòíîé çàïèñè êîëè÷åñòâî íåóäà÷íûõ ïîïûòîê ââîäà
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ïàðîëÿ ïîäðÿä, îñòàâøååñÿ îáùåå êîëè÷åñòâî íåóäà÷íûõ ïîïûòîê è îñòàâøååñÿ êî-
ëè÷åñòâî ñåàíñîâ ñ òåêóùèì çíà÷åíèåì ïàðîëÿ. Ïðè èçìåíåíèè ïàðîëÿ SESPAKE,
çíà÷åíèÿ ýòèõ êîíñòàíò óñòàíàâëèâàþòñÿ â íà÷àëüíûå çíà÷åíèÿ c1 = 5, c2 = 20, c3
= 100000.
Ïðè êàæäîé íåóäà÷íîé ïîïûòêå ââîäà ïàðîëÿ ïîäðÿä çíà÷åíèå c1 óìåíüøàåòñÿ

íà 1. Åñëè îêàçûâàåòñÿ, ÷òî ñ1 = 0, òî äîñòóï ïîëüçîâàòåëÿ ê ñåðâåðó áëîêèðóåòñÿ
íà 1 ÷àñ. Ïðè ïðàâèëüíî ââåäåííîì ïàðîëå çíà÷åíèå c1 ñíîâà óñòàíàâëèâàåòñÿ â 5.
Ïðè êàæäîé íåóäà÷íîé ïîïûòêå ââîäà ïàðîëÿ (ïîäðÿä èëè íå ïîäðÿä) çíà÷åíèå c2

óìåíüøàåòñÿ íà 1. Åñëè îêàçûâàåòñÿ, ÷òî ñ2 = 0, òî äîñòóï ïîëüçîâàòåëÿ ê ñåðâåðó
ïðåäîñòàâëÿåòñÿ òîëüêî äëÿ èçìåíåíèÿ ïàðîëÿ.
Ïðè êàæäîé ïîïûòêå ââîäà ïàðîëÿ (óäà÷íîé èëè íå óäà÷íîé) çíà÷åíèå c3 óìåíü-

øàåòñÿ íà 1. Åñëè îêàçûâàåòñÿ, ÷òî ñ3 = 0, òî äîñòóï ïîëüçîâàòåëÿ ê ñåðâåðó ïðåäî-
ñòàâëÿåòñÿ òîëüêî äëÿ èçìåíåíèÿ ïàðîëÿ.
Ïîñëå èçìåíåíèÿ ïàðîëÿ êîíñòàíòû c1, c2 è c3 ñíîâà óñòàíàâëèâàþòñÿ â íà÷àëüíûå

çíà÷åíèÿ c1 = 5, c2 = 20, c3 = 100000.
Ñëåäóåò òàêæå îáðàòèòü âíèìàíèå íà çíà÷åíèå ïîëÿ last_date_time. Â òåêóùåé

òåñòîâîé âåðñèè ó÷åòíàÿ çàïèñü ïðåäîñòàâëÿåòñÿ íà 30 äíåé ñ ìîìåíòà ðåãèñòðà-
öèè. Ïîñëå óêàçàííîé â ýòîì ïîëå äàòû òîêåí ñòàíîâèòñÿ íåäîñòóïíûì, à óòèëèòà
ls11cloud_config áóäåò âûïîëíÿòü òîëüêî êîìàíäû status è unregister.

3.1.4 Ïðîñìîòð ëîã-ôàéëà

Ïîñëå àóòåíòèôèêàöèè ñåðâåð çàïèñûâàåò äèàãíîñòè÷åñêèå ñîîáùåíèÿ ñåññèè â
ïåðñîíàëüíûé ëîã-ôàéë ïîëüçîâàòåëÿ, ñîäåðæèìîå êîòîðîãî ìîæíî óâèäåòü ñ ïîìî-
ùüþ êîìàíäû log óòèëèòû ls11cloud_config:

>ls11cloud_config log

LS11CLOUD User Utility

command: log

Try to connect to server at pkcs11.ru:4444

Connected to server

-----------------------------------------

A: Successful SESPAKE authentication of B

-----------------------------------------

==== BEGIN log.txt ====

...

========== vblazhnov session started 21/04/2017 at 11:32:49 ===========

21/04/2017 at 11:32:49 FTOKEN session started for vblazhnov

21/04/2017 at 11:32:49 FTOKEN operation:

ftoken = FTOKEN_Initialize, ret = CKR_OK, ftoken_buf_len = 0

FTOKEN_Initialize rc = 0x0(CKR_OK)

21/04/2017 at 11:32:49 FTOKEN operation finished
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21/04/2017 at 11:32:49 FTOKEN operation:

ftoken = FTOKEN_LoadTokenData, ret = CKR_OK, ftoken_buf_len = 0

FTOKEN_LoadTokenData rc = 0x0(CKR_OK)

21/04/2017 at 11:32:49 FTOKEN operation finished

21/04/2017 at 11:32:49 FTOKEN operation:

ftoken = FTOKEN_Login, ret = CKR_OK, ftoken_buf_len = 16

FTOKEN_Login rc = 0x0(CKR_OK)

21/04/2017 at 11:32:49 FTOKEN operation finished

21/04/2017 at 11:32:49 FTOKEN operation:

ftoken = FTOKEN_LoadTokenData, ret = CKR_OK, ftoken_buf_len = 0

FTOKEN_LoadTokenData rc = 0x0(CKR_OK)

21/04/2017 at 11:32:49 FTOKEN operation finished

21/04/2017 at 11:32:49 FTOKEN operation:

ftoken = FTOKEN_DeleteObject, ret = CKR_OK, ftoken_buf_len = 9

FTOKEN_DeleteObject rc = 0x0(CKR_OK)

21/04/2017 at 11:32:49 FTOKEN operation finished

token_func(): Terminating FTOKEN session...

21/04/2017 at 11:32:49 FTOKEN operation finished

========== vblazhnov session finished 21/04/2017 at 11:32:49 ===========

========== vblazhnov session started 21/04/2017 at 11:37:13 ===========

LCC_SESPAKE_A_GET_LOG session started

LCC_SESPAKE_A_GET_LOG session finished

========== vblazhnov session finished 21/04/2017 at 11:37:13 ===========

==== END log.txt ====

OK

Ïðîñìîòð ñîäåðæèìîãî ëîã-ôàéëà ïîçâîëÿåò ðàçîáðàòüñÿ, ÷òî è êîãäà âûïîëíÿ-
ëîñü ïîëüçîâàòåëåì íà ñåðâåðå. Îäíà èíôîðìàöèÿ â ëîã-ôàéëå ïðåäíàçíà÷åíà äëÿ
àäìèíèñòðàòîðà ñåðâåðà, äðóãàÿ ïîçâîëÿåò ïîëüçîâàòåëþ óáåäèòñÿ â óñïåøíîñòè
èëè îøèáî÷íîñòè âûïîëíåíèÿ ñâîèõ îïåðàöèé.
Ðàçìåð ëîã-ôàéëà îãðàíè÷åí 64Kb, ïîýòîìó ïî ìåðå åãî óâåëè÷åíèÿ ñòàðàÿ èí-

ôîðìàöèÿ ìîæåò áûòü âûòåñíåíà íîâîé è óäàëåíà èç ôàéëà. Èíôîðìàöèÿ î ñåññèÿõ
óïîðÿäî÷åíà ïî äàòå è âðåìåíè. Èíôîðìàöèÿ î ïîñëåäíåé ñåññèè ïîëüçîâàòåëÿ ðàñ-
ïîëàãàåòñÿ â êîíöå ôàéëà.

3.1.5 Èçìåíåíèå ïàðîëÿ

>ls11cloud_config change_pswd

LS11CLOUD User Utility

command: change_pswd

host = "pkcs11.ru"

port = "4444"
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id = "vblazhnov"

Try to connect to server at pkcs11.ru:4444

Connected to server

-----------------------------------------

A: Successful SESPAKE authentication of B

-----------------------------------------

Enter new SESPAKE password for vblazhnov, please:

******

Enter new SESPAKE password for vblazhnov once more, please:

******

OK

Â äîâåðåííîé ñðåäå íîâîå çíà÷åíèå ïàðîëÿ ìîæíî òàêæå çàäàâàòü â êîìàíäíîé
ñòðîêå ïîñëå ôëàãà -n.
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Ãëàâà 4. Óäàëåííîå êîíôèãóðèðîâàíèå òîêåíà

4 Óäàëåííîå êîíôèãóðèðîâàíèå òîêåíà

Êîãäà ïîëüçîâàòåëü çàðåãèñòðèðîâàí, îí ìîæåò èñïîëüçîâàòü áèáëèîòåêó ls11cloud
äëÿ ïðèêëàäíîé ðàáîòû. Îäíàêî åìó åùå íóæíî êîíôèãóðèðîâàòü ñâîé òîêåí, èñ-
ïîëüçóÿ óòèëèòó p11conf è áèáëèîòåêó ls11cloud. Óòèëèòà p11conf ìîæåò ðàáîòàòü
÷åðåç ñòàíäàðòíûé ïðîãðàììíûé èíòåðôåéñ ñ ëþáîé áèáëèîòåêîé PKCS#11, à íå
òîëüêî ñ ls11cloud.

4.1 Óòèëèòà p11conf

Äëÿ óäàëåííîãî êîíôèãóðèðîâàíèÿ òîêåíà èñïîëüçóåòñÿ óòèëèòà êîìàíäíîé ñòðî-
êè p11conf ñî ñëåäóþùèì èíòåðôåéñîì:

> p11conf -h

p11conf [-hitsmIupPredf] -A <PKCS#11 library path>

[-c <slot ID> -U <user PIN> -S <SO PIN> -n <new PIN> -L <label>]

Flags:

-h display usage

-i display PKCS#11 library info

-s display slot(s) info (-c <slot ID> is optional)

-t display token(s) info (-c <slot ID> is optional)

Others must use -c <slot ID> too

-m display mechanism list

-I initialize token

-u initialize user PIN

-p set the user PIN

-P set the SO PIN

-e enumerate objects

-d dump all object attributes (additional to -e and to -f)

-r remove all objects

-e -r remove enumerated objects with prompt

-f enumerate certificates and write them to DER-files with prompt

Version 5.7

Copyright(C) LISSI-Soft Ltd (http://soft.lissi.ru) 2011-2018

Â êà÷åñòâå <PKCS#11 library path> äîëæåí áûòü çàäàí ïóòü ê äèíàìè÷åñêîé
áèáëèîòåêå ls11cloud. Åñëè ïóòü ê ïàïêå ñ áèáëèîòåêîé çàäàí â ïåðåìåííîé ñðå-
äû PATH, òî äîñòàòî÷íî óêàçàòü èìÿ ôàéëà áèáëèîòåêè. Â Windows ìîæíî ïðîñòî
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óêàçàòü ls11cloud áåç ðàñøèðåíèÿ dll, à â Linux íóæíî óêàçûâàòü èìÿ ïîëíîñòüþ -
libls11cloud.so.
Çàìåòèì, ÷òî ñ ôëàãîì -c çàäàåòñÿ èäåíòèôèêàòîð ñëîòà. Äëÿ ls11cloud ýòîò èäåí-

òèôèêàòîð âñåãäà ðàâåí 0.
Ïîñëå óñïåøíîé ðåãèñòðàöèè ó ïîëüçîâàòåëÿ íà ñåðâåðå èìååòñÿ ïóñòîé ëè÷íûé

òîêåí. Â ñîîòâåòñòâèè ñî ñòàíäàðòîì PKCS#11, íà÷àëüíûå îïåðàöèè ñ òîêåíîì âû-
ïîëíÿþòñÿ àäìèíèñòðàòîðîì áåçîïàñíîñòè (Security O�cer -SO). Íà÷àëüíîå çíà÷å-
íèå SO PIN äëÿ òîêåíà ls11cloud - 87654321. Äëÿ ïîäãîòîâêè òîêåíà ê ïðèêëàäíîé
ðàáîòå åìó íóæíî íàçíà÷èòü óíèêàëüíóþ ìåòêó, èçìåíèòü óìàë÷èâàåìîå çíà÷åíèå
SO PIN, íàçíà÷èòü íà÷àëüíîå çíà÷åíèå USER PIN îò èìåíè SO è èçìåíèòü ýòî çíà-
÷åíèå îò èìåíè ïîëüçîâàòåëÿ. Ýòè ÷åòûðå îïåðàöèè ïðîèçâîäÿòñÿ óòèëèòîé p11conf.
Äàëåå ïðèâîäÿòñÿ ïðèìåðû èñïîëüçîâàíèÿ óòèëèòû p11conf äëÿ ïîäãîòîâêè òîêå-

íà ê òåñòèðîâàíèþ. Âñå çíà÷åíèÿ PIN îòîáðàæàþòñÿ çâåçäî÷êàìè ïðè ââîäå, íî ìû
ïîêàæåì çäåñü òåñòîâûå çíà÷åíèÿ PIN.

4.1.1 Èíèöèàëèçàöèÿ òîêåíà

> p11conf -A ls11cloud-I -c 0

Try to connect to server at pkcs11.ru:4444

Connected to server

-----------------------------------------

A: Successful SESPAKE authentication of B

-----------------------------------------

Enter the SO PIN: 87654321

Enter a unique token label: vblazhnov

OK

Òî æå ñàìîå ìîæíî âûïîëíèòü, çàäàâàÿ çíà÷åíèÿ SO PIN è ìåòêè ïðÿìî â êîìàíäíîé
ñòðîêå:

> p11conf -A ls11cloud -I -c 0 -S 87654321 -L vblazhnov

4.1.2 Íàçíà÷åíèå PIN àäìèíèñòðàòîðà áåçîïàñíîñòè

Ïðàâèëüíîé îðãàíèçàöèîííîé ïðàêòèêîé ÿâëÿåòñÿ èçìåíåíèå àäìèíèñòðàòîðîì
áåçîïàñíîñòè ñâîåãî PIN ñðàçó ïîñëå èíèöèàëèçàöèè òîêåíà. Äàííàÿ ïðîöåäóðà ïðåäîò-
âðàùàåò âîçìîæíîñòü èíèöèàëèçèðîâàòü òîêåí ïîñòîðîííèì ëèöàì è óäàëèòü òåì
ñàìûì âñå ñîçäàííûå îáúåêòû (íàïðèìåð, êëþ÷è è ñåðòèôèêàòû).

> p11conf -A ls11cloud -P -c 0

Try to connect to server at pkcs11.ru:4444

Connected to server

-----------------------------------------

A: Successful SESPAKE authentication of B

-----------------------------------------

13



Ãëàâà 4. Óäàëåííîå êîíôèãóðèðîâàíèå òîêåíà 4.1. Óòèëèòà P11CONF

Enter the SO PIN: 87654321

Enter the new SO PIN: 76543210

Re-enter the new SO PIN: 76543210

OK

Âàðèàíò ââîäà â êîìàíäíîé ñòðîêå:

> p11conf -A ls11cloud -P -c 0 -S 87654321 -n 76543210

4.1.3 Èíèöèàëèçàöèÿ ïîëüçîâàòåëüñêîãî PIN

Äàííàÿ îïåðàöèÿ âûïîëíÿåòñÿ àäìèíèñòðàòîðîì áåçîïàñíîñòè ïåðåä ïåðåäà÷åé
òîêåíà ïîëüçîâàòåëþ. Ïðîãðàììíûé òîêåí èçíà÷àëüíî ñîçäàåòñÿ â ôàéëîâîì ïðî-
ñòðàíñòâå ïîëüçîâàòåëÿ, îäíàêî ôîðìàëüíûå òðåáîâàíèÿ ñòàíäàðòà äîëæíû áûòü
âûïîëíåíû è äëÿ íåãî.

> p11conf -A ls11cloud -u -c 0

Try to connect to server at pkcs11.ru:4444

Connected to server

-----------------------------------------

A: Successful SESPAKE authentication of B

-----------------------------------------

Enter the SO PIN: 76543210

Enter the new user PIN: 12345678

Re-enter the new user PIN: 12345678

OK

Âàðèàíò ââîäà â êîìàíäíîé ñòðîêå:

> p11conf -A ls11cloud -u -c 0 -S 76543210 -n 12345678

4.1.4 Èçìåíåíèå ïîëüçîâàòåëüñêîãî PIN

Ïåðâîå, ÷òî äîëæåí ñäåëàòü ïîëüçîâàòåëü ïîñëå ïîëó÷åíèÿ òîêåíà îò àäìèíèñòðà-
òîðà áåçîïàñíîñòè, - ýòî èçìåíåíèå PIN.

> p11conf -A ls11cloud -p -c 0

Try to connect to server at pkcs11.ru:4444

Connected to server

-----------------------------------------

A: Successful SESPAKE authentication of B

-----------------------------------------

Enter user PIN: 12345678

Enter the new user PIN: 01234567

Re-enter the new user PIN: 01234567

OK
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Âàðèàíò ââîäà â êîìàíäíîé ñòðîêå:

> p11conf -A ls11cloud -p -c 0 -U 12345678 -n 01234567

4.1.5 Ïîëó÷åíèå èíôîðìàöèè î áèáëèîòåêå

> p11conf -A ls11cloud -i

Try to connect to server at pkcs11.ru:4444

Connected to server

-----------------------------------------

A: Successful SESPAKE authentication of B

-----------------------------------------

PKCS#11 Info

Version 2.40

Manufacturer: LISSI-Soft

Flags: 0x0

Library Description: ls11cloud PKCS#11 library

Library Version 2.0

OK

4.1.6 Ïîëó÷åíèå èíôîðìàöèè î òîêåíå

> p11conf -A ls11cloud -t -c 0

Try to connect to server at pkcs11.ru:4444

Connected to server

-----------------------------------------

A: Successful SESPAKE authentication of B

-----------------------------------------

Slot 0 Token Info:

Label: vblazhnov

Manufacturer: LISSI-Soft, Ltd

Model: LS11CLOUD

Serial Number: 2370F1197131E3B0

Flags: 0x40D

( CKF_RNG|CKF_LOGIN_REQUIRED|CKF_USER_PIN_INITIALIZED|CKF_TOKEN_INITIALIZED )

Sessions: 0/256

R/W Sessions: 0/256

PIN Length: 4-32

Public Memory: CK_UNAVAILABLE_INFORMATION/CK_UNAVAILABLE_INFORMATION

Private Memory: CK_UNAVAILABLE_INFORMATION/CK_UNAVAILABLE_INFORMATION

Hardware Version: 3.0

Firmware Version: 3.0

Time: 13:09:04
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OK
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5 Òåñòèðîâàíèå

Ïîëüçîâàòåëÿì ïðåäîñòàâëÿåòñÿ òåñòîâûé CMake-ïðîåêòls11cloud_tests, ñîäåð-
æàùèé ïðîãðàììû, ïðîâåðÿþùèå ôóíêöèîíèðîâàíèå ðàçëè÷íûõ ìåõàíèçìîâ PKCS#11.
Ýòè ïðîãðàììû ìîãóò òàêæå ñëóæèòü ïðèìåðàìè äëÿ ðàçðàáîòêè ñîáñòâåííûõ ïðè-
êëàäíûõ ïðîãðàìì. Äëÿ ãåíåðàöèè ïðîåêòíûõ ôàéëîâ â îïåðàöèîííîé ñèñòåìå äîëæ-
íà áûòü óñòàíîâëåíà ñáîðî÷íàÿ ñèñòåìà CMake[16].

5.1 Òåñòîâûé ïðîåêò

Äëÿ ãåíåðàöèè ïðîåêòíûõ ôàéëîâ íóæíî èç ïàïêè build âûçâàòü êîìàíäó:

>cmake ..

Â ðåçóëüòàòå, â ñèñòåìå áóäóò ñîçäàíû ïðîåêòíûå ôàéëû äëÿ èìåþùåéñÿ ñðåäû
ïðîãðàììèðîâàíèÿ. Äàëåå ñáîðêà òåñòîâ ïðîèçâîäèòñÿ ëèáî ñðåäñòâàìè MS Visual
Studio (â Windows), ëèáî êîìàíäîé make (â Linux).

5.2 Çàïóñê òåñòîâ

Â ïðîãðàììàõ òåñòîâîãî ïðîåêòà ïî óìîë÷àíèþ ïðåäïîëàãàåòñÿ, ÷òî ó ïîëüçîâà-
òåëüñêîãî òîêåíà SO PIN ðàâåí 76543210, à USER PIN ðàâåí 01234567. Ïðè íåîáõî-
äèìîñòè, ýòè çíà÷åíèÿ ìîæíî èçìåíèòü â ñáîðî÷íîì ôàéëå ïðîåêòà CMakeLists.txt.
Ïðè çàïóñêå êîìàíäû ctest èç ïàïêè build áóäóò ïîî÷åðåäíî çàïóùåíû âñå òåñòû.

Íàçâàíèÿ áîëüøèíñòâà òåñòîâ óêàçûâàþò ëèáî íà íàçâàíèå òåñòèðóåìîãî ìåõàíèçìà,
ëèáî íà òåñòèðóåìûé êëàññ îáúåêòà.

Test project G:/sespake/build

Start 1: info

1/87 Test #1: info .................................... Passed 1.07 sec

Start 2: cko_data

2/87 Test #2: cko_data ................................ Passed 1.61 sec

Start 3: cko_certificate

3/87 Test #3: cko_certificate ......................... Passed 1.82 sec

Start 4: ckm_gostr3411

4/87 Test #4: ckm_gostr3411 ........................... Passed 1.26 sec

Start 5: ckm_gostr3411_12_256

5/87 Test #5: ckm_gostr3411_12_256 .................... Passed 0.99 sec

Start 6: ckm_gostr3411_12_512
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6/87 Test #6: ckm_gostr3411_12_512 .................... Passed 1.05 sec

Start 7: ckm_gostr3411_hmac

7/87 Test #7: ckm_gostr3411_hmac ...................... Passed 1.02 sec

Start 8: ckm_gostr3411_12_256_hmac

8/87 Test #8: ckm_gostr3411_12_256_hmac ............... Passed 1.16 sec

Start 9: ckm_gostr3411_12_512_hmac

9/87 Test #9: ckm_gostr3411_12_512_hmac ............... Passed 1.08 sec

Start 10: ckm_kdf_gostr3411_2012_256

10/87 Test #10: ckm_kdf_gostr3411_2012_256 .............. Passed 1.05 sec

Start 11: ckm_kdf_tree_gostr3411_2012_256

11/87 Test #11: ckm_kdf_tree_gostr3411_2012_256 ......... Passed 1.13 sec

Start 12: ckm_gost_generic_secret_key_gen

12/87 Test #12: ckm_gost_generic_secret_key_gen ......... Passed 1.09 sec

Start 13: ckm_extract_key_from_key

13/87 Test #13: ckm_extract_key_from_key ................ Passed 1.16 sec

Start 14: ckm_gost_cipher_key_gen

14/87 Test #14: ckm_gost_cipher_key_gen ................. Passed 1.11 sec

Start 15: ckm_gost_cipher_ecb

15/87 Test #15: ckm_gost_cipher_ecb ..................... Passed 1.30 sec

Start 16: ckm_gost_cipher_cbc

16/87 Test #16: ckm_gost_cipher_cbc ..................... Passed 1.12 sec

Start 17: ckm_gost_cipher_ctr

17/87 Test #17: ckm_gost_cipher_ctr ..................... Passed 1.07 sec

Start 18: ckm_gost_cipher_ofb

18/87 Test #18: ckm_gost_cipher_ofb ..................... Passed 1.17 sec

Start 19: ckm_gost_cipher_cfb

19/87 Test #19: ckm_gost_cipher_cfb ..................... Passed 1.12 sec

Start 20: ckm_gost_cipher_acpkm_ctr

20/87 Test #20: ckm_gost_cipher_acpkm_ctr ............... Passed 0.93 sec

Start 21: ckm_gost_cipher_omac

21/87 Test #21: ckm_gost_cipher_omac .................... Passed 1.01 sec

Start 22: ckm_gost_cipher_acpkm_omac

22/87 Test #22: ckm_gost_cipher_acpkm_omac .............. Passed 1.02 sec

Start 23: ckm_gost_cipher_key_wrap

23/87 Test #23: ckm_gost_cipher_key_wrap ................ Passed 0.98 sec

Start 24: ckm_gost_cipher_pkcs8_key_wrap

24/87 Test #24: ckm_gost_cipher_pkcs8_key_wrap .......... Passed 3.19 sec

Start 25: ckm_gost28147_key_gen

25/87 Test #25: ckm_gost28147_key_gen ................... Passed 0.99 sec

Start 26: ckm_gost28147

26/87 Test #26: ckm_gost28147 ........................... Passed 1.06 sec

Start 27: ckm_gost28147_ecb

27/87 Test #27: ckm_gost28147_ecb ....................... Passed 1.11 sec

Start 28: ckm_gost28147_ecb_mac_wrap
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28/87 Test #28: ckm_gost28147_ecb_mac_wrap .............. Passed 1.02 sec

Start 29: ckm_gost28147_cnt

29/87 Test #29: ckm_gost28147_cnt ....................... Passed 1.13 sec

Start 30: ckm_gost28147_cbc

30/87 Test #30: ckm_gost28147_cbc ....................... Passed 1.07 sec

Start 31: ckm_gost28147_mac

31/87 Test #31: ckm_gost28147_mac ....................... Passed 1.28 sec

Start 32: ckm_gost28147_cfb_random

32/87 Test #32: ckm_gost28147_cfb_random ................ Passed 1.10 sec

Start 33: ckm_gost28147_key_wrap

33/87 Test #33: ckm_gost28147_key_wrap .................. Passed 0.99 sec

Start 34: ckm_gost28147_pkcs8_key_wrap

34/87 Test #34: ckm_gost28147_pkcs8_key_wrap ............ Passed 4.68 sec

Start 35: ckm_kdf_4357

35/87 Test #35: ckm_kdf_4357 ............................ Passed 1.01 sec

Start 36: ckm_magma_key_gen

36/87 Test #36: ckm_magma_key_gen ....................... Passed 1.28 sec

Start 37: ckm_magma_ecb

37/87 Test #37: ckm_magma_ecb ........................... Passed 1.00 sec

Start 38: ckm_magma_cbc

38/87 Test #38: ckm_magma_cbc ........................... Passed 0.94 sec

Start 39: ckm_magma_ctr

39/87 Test #39: ckm_magma_ctr ........................... Passed 0.97 sec

Start 40: ckm_magma_acpkm_ctr

40/87 Test #40: ckm_magma_acpkm_ctr ..................... Passed 1.20 sec

Start 41: ckm_magma_ofb

41/87 Test #41: ckm_magma_ofb ........................... Passed 1.09 sec

Start 42: ckm_magma_cfb

42/87 Test #42: ckm_magma_cfb ........................... Passed 1.02 sec

Start 43: ckm_magma_omac

43/87 Test #43: ckm_magma_omac .......................... Passed 1.11 sec

Start 44: ckm_magma_acpkm_omac

44/87 Test #44: ckm_magma_acpkm_omac .................... Passed 1.08 sec

Start 45: ckm_magma_key_wrap

45/87 Test #45: ckm_magma_key_wrap ...................... Passed 1.23 sec

Start 46: ckm_magma_cfb_errors

46/87 Test #46: ckm_magma_cfb_errors .................... Passed 1.10 sec

Start 47: ckm_magma_cfb_random

47/87 Test #47: ckm_magma_cfb_random .................... Passed 1.03 sec

Start 48: ckm_kuznyechik_key_gen

48/87 Test #48: ckm_kuznyechik_key_gen .................. Passed 1.26 sec

Start 49: ckm_kuznyechik_ecb

49/87 Test #49: ckm_kuznyechik_ecb ...................... Passed 1.05 sec

Start 50: ckm_kuznyechik_cbc
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50/87 Test #50: ckm_kuznyechik_cbc ...................... Passed 1.05 sec

Start 51: ckm_kuznyechik_ctr

51/87 Test #51: ckm_kuznyechik_ctr ...................... Passed 0.98 sec

Start 52: ckm_kuznyechik_acpkm_ctr

52/87 Test #52: ckm_kuznyechik_acpkm_ctr ................ Passed 1.01 sec

Start 53: ckm_kuznyechik_ofb

53/87 Test #53: ckm_kuznyechik_ofb ...................... Passed 0.95 sec

Start 54: ckm_kuznyechik_cfb

54/87 Test #54: ckm_kuznyechik_cfb ...................... Passed 0.97 sec

Start 55: ckm_kuznyechik_omac

55/87 Test #55: ckm_kuznyechik_omac ..................... Passed 1.03 sec

Start 56: ckm_kuznyechik_acpkm_omac

56/87 Test #56: ckm_kuznyechik_acpkm_omac ............... Passed 0.96 sec

Start 57: ckm_kuznyechik_key_wrap

57/87 Test #57: ckm_kuznyechik_key_wrap ................. Passed 0.97 sec

Start 58: ckm_kuznyechik_cfb_random

58/87 Test #58: ckm_kuznyechik_cfb_random ............... Passed 1.10 sec

Start 59: ckm_gostr3410_key_pair_gen

59/87 Test #59: ckm_gostr3410_key_pair_gen .............. Passed 1.82 sec

Start 60: ckm_gostr3410_public_key_derive

60/87 Test #60: ckm_gostr3410_public_key_derive ......... Passed 2.64 sec

Start 61: ckm_gostr3410

61/87 Test #61: ckm_gostr3410 ........................... Passed 1.79 sec

Start 62: ckm_gostr3410_512

62/87 Test #62: ckm_gostr3410_512 ....................... Passed 2.17 sec

Start 63: ckm_gostr3410_key_derive

63/87 Test #63: ckm_gostr3410_key_derive ................ Passed 2.17 sec

Start 64: ckm_gostr3410_12_256_key_derive

64/87 Test #64: ckm_gostr3410_12_256_key_derive ......... Passed 2.55 sec

Start 65: ckm_gostr3410_12_512_key_derive

65/87 Test #65: ckm_gostr3410_12_512_key_derive ......... Passed 2.41 sec

Start 66: ckm_gostr3410_2012_256_vko_256

66/87 Test #66: ckm_gostr3410_2012_256_vko_256 .......... Passed 2.22 sec

Start 67: ckm_gostr3410_2012_512_vko_256

67/87 Test #67: ckm_gostr3410_2012_512_vko_256 .......... Passed 1.35 sec

Start 68: ckm_gostr3410_2012_512_vko_512

68/87 Test #68: ckm_gostr3410_2012_512_vko_512 .......... Passed 2.68 sec

Start 69: ckm_gostr3410_key_wrap

69/87 Test #69: ckm_gostr3410_key_wrap .................. Passed 3.56 sec

Start 70: ckm_gostr3410_with_gostr3411

70/87 Test #70: ckm_gostr3410_with_gostr3411 ............ Passed 1.78 sec

Start 71: ckm_gostr3410_with_gostr3411_12_256

71/87 Test #71: ckm_gostr3410_with_gostr3411_12_256 ..... Passed 1.73 sec

Start 72: ckm_gostr3410_with_gostr3411_12_512
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72/87 Test #72: ckm_gostr3410_with_gostr3411_12_512 ..... Passed 2.02 sec

Start 73: cka_always_authenticate

73/87 Test #73: cka_always_authenticate ................. Passed 2.69 sec

Start 74: keypair_import

74/87 Test #74: keypair_import .......................... Passed 1.74 sec

Start 75: ckm_tls_gost_prf

75/87 Test #75: ckm_tls_gost_prf ........................ Passed 1.06 sec

Start 76: ckm_tls_gost_prf_2012

76/87 Test #76: ckm_tls_gost_prf_2012 ................... Passed 1.06 sec

Start 77: ckm_tls_gost_pre_master_key_gen

77/87 Test #77: ckm_tls_gost_pre_master_key_gen ......... Passed 1.12 sec

Start 78: ckm_tls_gost_master_key_derive

78/87 Test #78: ckm_tls_gost_master_key_derive .......... Passed 1.24 sec

Start 79: ckm_tls_gost_key_and_mac_derive

79/87 Test #79: ckm_tls_gost_key_and_mac_derive ......... Passed 1.04 sec

Start 80: ckm_tls12_master_key_derive

80/87 Test #80: ckm_tls12_master_key_derive ............. Passed 1.03 sec

Start 81: ckm_tls12_key_and_mac_derive

81/87 Test #81: ckm_tls12_key_and_mac_derive ............ Passed 1.10 sec

Start 82: ckm_tls_mac

82/87 Test #82: ckm_tls_mac ............................. Passed 1.29 sec

Start 83: ckm_tls_kdf

83/87 Test #83: ckm_tls_kdf ............................. Passed 1.11 sec

Start 84: ckm_tls_tree_gostr3411_2012_256

84/87 Test #84: ckm_tls_tree_gostr3411_2012_256 ......... Passed 1.11 sec

Start 85: ckm_pkcs5_pbkd2

85/87 Test #85: ckm_pkcs5_pbkd2 ......................... Passed 1.32 sec

Start 86: ckm_pba_gostr3411_with_gostr3411_hmac

86/87 Test #86: ckm_pba_gostr3411_with_gostr3411_hmac ... Passed 1.17 sec

Start 87: create_obj

87/87 Test #87: create_obj .............................. Passed 9.14 sec

100% tests passed, 0 tests failed out of 87

Total Test time (real) = 127.99 sec

21



Ãëàâà 6. Ññûëêè

6 Ññûëêè

1. Îôèöèàëüíûé ñàéò ÎÎÎ "ËÈÑÑÈ-Ñîôò". - http://http://soft.lissi.ru//.

2. Îôèöèàëüíûé ñàéò Òåõíè÷åñêîãî êîìèòåòà ïî ñòàíäàðòèçàöèè (ÒÊ 26) "Êðèïòî-
ãðàôè÷åñêàÿ çàùèòà èíôîðìàöèè". - https://www.tc26.ru.

3. ÃÎÑÒ 28147-89. Ñèñòåìû îáðàáîòêè èíôîðìàöèè. Çàùèòà êðèïòîãðàôè÷åñêàÿ.
Àëãîðèòì êðèïòîãðàôè÷åñêîãî ïðåîáðàçîâàíèÿ. �
http://protect.gost.ru/document.aspx?control=7&id=139177.

4. ÃÎÑÒ Ð 34.10-2001. Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèïòîãðàôè÷åñêàÿ çàùèòà
èíôîðìàöèè. Ïðîöåññû ôîðìèðîâàíèÿ è ïðîâåðêè ýëåêòðîííîé öèôðîâîé ïîä-
ïèñè. �
http://protect.gost.ru/document.aspx?control=7&id=131131.

5. ÃÎÑÒ Ð 34.10-2012. Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèïòîãðàôè÷åñêàÿ çàùèòà
èíôîðìàöèè. Ïðîöåññû ôîðìèðîâàíèÿ è ïðîâåðêè ýëåêòðîííîé öèôðîâîé ïîä-
ïèñè. � Ìîñêâà, Ñòàíäàðòèíôîðì, 2012.

6. ÃÎÑÒ Ð 34.12-2015. Áëî÷íûå øèôðû. � Ìîñêâà, Ñòàíäàðòèíôîðì, 2015.

7. ÃÎÑÒ Ð 34.13-2015. Ðåæèìû áëî÷íûõ øèôðîâ. � Ìîñêâà, Ñòàíäàðòèíôîðì, 2015.

8. ÃÎÑÒ Ð 34.11-94. Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèïòîãðàôè÷åñêàÿ çàùèòà èí-
ôîðìàöèè. Ôóíêöèÿ õåøèðîâàíèÿ. �
http://protect.gost.ru/document.aspx?control=7&id=134550.

9. ÃÎÑÒ Ð 34.11-2012. Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèïòîãðàôè÷åñêàÿ çàùèòà
èíôîðìàöèè. Ôóíêöèÿ õåøèðîâàíèÿ. � Ìîñêâà, Ñòàíäàðòèíôîðì, 2012.

10. Ðàñøèðåíèå PKCS#11 äëÿ èñïîëüçîâàíèÿ ðîññèéñêèõ êðèïòîãðàôè÷åñêèõ àëãî-
ðèòìîâ. � Òåõíè÷åñêèé êîìèòåò ïî ñòàíäàðòèçàöèè (ÒÊ 26) "Êðèïòîãðàôè÷åñêàÿ
çàùèòà èíôîðìàöèè". � Ìîñêâà, ÒÊ 26, 2008.

11. Ðàñøèðåíèå PKCS#11 äëÿ èñïîëüçîâàíèÿ ðîññèéñêèõ ñòàíäàðòîâ ÃÎÑÒ Ð 34.10-
2012 è ÃÎÑÒ Ð 34.11-2012 (ãîòîâèòñÿ ê ïóáëèêàöèè). � Òåõíè÷åñêèé êîìèòåò ïî
ñòàíäàðòèçàöèè (ÒÊ 26) "Êðèïòîãðàôè÷åñêàÿ çàùèòà èíôîðìàöèè". � Ìîñêâà,
ÒÊ 26, 2013.

12. Ðàñøèðåíèå PKCS#11 äëÿ èñïîëüçîâàíèÿ ðîññèéñêèõ ñòàíäàðòîâ ÃÎÑÒ Ð 34.12-
2015 è ÃÎÑÒ Ð 34.13-2015 (ãîòîâèòñÿ ê ïóáëèêàöèè). � Òåõíè÷åñêèé êîìèòåò ïî
ñòàíäàðòèçàöèè (ÒÊ 26) "Êðèïòîãðàôè÷åñêàÿ çàùèòà èíôîðìàöèè". � Ìîñêâà,
ÒÊ 26, 2016.

22

http://http://soft.lissi.ru//
https://www.tc26.ru
http://protect.gost.ru/document.aspx?control=7&id=139177
http://protect.gost.ru/document.aspx?control=7&id=131131
http://protect.gost.ru/document.aspx?control=7&id=134550


Ãëàâà 6. Ññûëêè

13. Ïðîòîêîë âûðàáîòêè îáùåãî êëþ÷à ñ àóòåíòèôèêàöèåé íà îñíîâå ïàðîëÿ (ãîòî-
âèòñÿ ê ïóáëèêàöèè). � Òåõíè÷åñêèé êîìèòåò ïî ñòàíäàðòèçàöèè (ÒÊ 26) "Êðèï-
òîãðàôè÷åñêàÿ çàùèòà èíôîðìàöèè". � Ìîñêâà, ÒÊ 26, 2015.

14. Êðèïòîãðàôè÷åñêèå àëãîðèòìû, ñîïóòñòâóþùèå ïðèìåíåíèþ àëãîðèòìîâ áëî÷-
íîãî øèôðîâàíèÿ (ãîòîâèòñÿ ê ïóáëèêàöèè). � Òåõíè÷åñêèé êîìèòåò ïî ñòàíäàð-
òèçàöèè (ÒÊ 26) "Êðèïòîãðàôè÷åñêàÿ çàùèòà èíôîðìàöèè". � Ìîñêâà, ÒÊ 26,
2017.

15. PKCS#11 v2.40: Cryptographic Token Interface Standard. - OASIS PKCS#11 TC. -
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=pkcs11.

16. Êðîññïëàòôîðìåííàÿ ñáîðî÷íàÿ ñèñòåìà CMake. - http://www.cmake.org/.

23

https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=pkcs11
http://www.cmake.org/

	Общее описание
	Особенности реализации

	Установка
	Регистрация и учетная запись
	Утилита обслуживания учетной записи
	Регистрация пользователя
	Дублирование учетной записи
	Проверка учетной записи
	Просмотр лог-файла
	Изменение пароля


	Удаленное конфигурирование токена
	Утилита p11conf
	Инициализация токена
	Назначение PIN администратора безопасности
	Инициализация пользовательского PIN
	Изменение пользовательского PIN
	Получение информации о библиотеке
	Получение информации о токене


	Тестирование
	Тестовый проект
	Запуск тестов

	Ссылки

